Secure and private NOMA VLC using OFDM with two-level chaotic encryption.
In this paper, we propose and demonstrate a secure and private non-orthogonal multiple access (NOMA) based visible light communication (VLC) system. Orthogonal frequency division multiplexing (OFDM) modulation is applied in the system and a two-level chaotic encryption scheme is further implemented, which can guarantee both the security of legitimate users against eavesdroppers and the privacy among all the legitimate users. An experimental demonstration with two legitimate users and one eavesdropper successfully verifies the feasibility of the proposed secure and private NOMA VLC system. To the best of our knowledge, it is the first time that simultaneous security and privacy improvement is considered for NOMA VLC systems.